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Abstract
This study examines how security resources, capabilities, and cultural values influence security performance and perceived regulatory compliance. Using binomial and multinomial logit models, we analyze qualitative and quantitative survey data collected from 250 healthcare organizations. The results show that security resources and security capabilities are positively associated with compliance and security performance. Further, resources and capabilities complement each other, improving both compliance and performance. We also find that security audit capabilities are associated with increased breach disclosures, likely because such auditing helps organizations find, disclose and fix breach-related problems. In terms of cultural values, we find that top management support and expertise are significantly linked to compliance and security performance. Lastly, we find that collaborative cultures appear to foster compliance yet experience the same level of breaches. These results provide policy insight on effective security programs that harness resources, capabilities, and culture.
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Introduction
Electronic health records (EHRs) have been identified as a key enabler of both healthcare quality improvement and cost reduction. The 2009 US HITECH Act created billions of dollars in incentives for healthcare providers to implement EHRs. However, as more records are moved into digital form, security of patient data has become a significant concern. As Fichman et al. (2011) note, patient data is highly personal, compounding the public fears of data breaches.  Accordingly, as part of HITECH, Health and Human Services (HHS) implemented a new breach notification regime
 that requires healthcare organization to publically post breach announcements, both in local news outlets and on HHS’ website, for any data losses affecting 500 or more individuals. Additionally, HHS increased the severity of fines for HIPAA violations—both for inadvertent and willful disclosure of unsecured patient information. These new penalties, ranging up to $1.5M, are linked to the severity of the violation.

The new regulatory mandates and public concern have dramatically increased the pressure on healthcare providers to secure patient data. Besides fines and embarrassment, breached organizations also face significant reputational damage and remediation costs. However, even as organizations invest in security practices, questions remain concerning the effectiveness of different security practices and their impact on security performance 


(Cremonini and Nizovtsev 2009; D'Arcy et al. 2009) ADDIN EN.CITE . In the first two years of HHS breach reporting, over ten million patients’ data have been exposed—in many cases by hospitals who had made significant security investments. The limited success of security practices has been attributed to a range of issues including superficial implementation (Spears and Barki 2010), lack of complementarities between practices (Bharadwaj et al. 2007), and lack of emphasis on information security as a cultural value 


(Culnan and Williams 2009; Smith et al. 2010) ADDIN EN.CITE .
The adoption of security practices to offset potential information risks is a major challenge to many organizations because information risks originate at different layers in the IT infrastructure and within human resources. Thus, achieving information security requires adopting resources and developing capabilities at multiple layers; not only technology-based solutions—such as firewalls, anti-virus software, and intrusion detection systems—but also social alignment mechanisms—such as security policies, procedures, and education programs to convey users’ roles and responsibilities (Kayworth and Whitten 2010). Recently, researchers and practitioners have further argued that security practices should be supported by an organizational culture that not only improves security awareness but also enhances the individuals’ motivation to act responsibly and in accordance with firm policies 


(Johnson et al. 2009; Puhakainen and Siponen 2010; Spears and Barki 2010) ADDIN EN.CITE . 
However, to our knowledge, there is little empirical evidence identifying the factors that differentiate between successful and unsuccessful implementation of security resources and the associated impact of security capabilities and cultural values (Cavusoglu et al. 2008). This paper aims to identify how security resources, capabilities, and cultural values influence security performance and perceived regulatory compliance. In doing so, we sharpen the theoretical characterization of “security performance” by unpacking the major sources of variation on security resources, capabilities, their complementarities, and cultural values. 
Our results show that security resources and capabilities are positively associated with both compliance and security performance. Further, security resources and capabilities complement each other for better compliance and security performance. However, we find that security audit capabilities are associated with increased breach disclosures, while positively impacting perceived compliance. In terms of security cultural values, top management support and expertise significantly improve perceived compliance and security performance. Lastly, we find that collaborative cultures are associated with improved compliance yet have no impact on security performance. Our work contributes to the dearth of organizational-level security research. In addition, our analysis provides practical implication guidance for managers working to improve security and policy makers hoping to improve private-sector security.
Theoretical Development
Resource-based View

We employ the resource-based view perspective to develop a theoretical basis for security performance. The resource-based view links organizational performance to its resources and capabilities (Grant 1996; Wernerfelt 1984). It conceptualizes organizations as bundles of resources (Mahoney and Pandian 1992; Oliver 1997) that are likely to be heterogeneously distributed due to differences in organizational capabilities such as policies or procedures (Aral and Weill 2007). This heterogeneity drives differences in organization performance. The interaction of resources and capabilities imply that an organization adopts certain types of resources and, over time, develops resource-specific policies and procedures, which are defined as capabilities (Cohen and Levinthal 1990). 
Maurer et al. (2011) extended the classical resource-based view to account for cultural values, creating a culturally informed perspective of the resource-based view. That view argues that very similar strategies using the same resources and capabilities can result in diverse outcomes because of differences in an organization’s cultural values. Therefore, it is difficult to know how resources and capabilities contribute to performance without understanding cultural differences tied to their internalization 
 ADDIN EN.CITE 
(Dierickx and Cool 1989; Maurer et al. 2011)
. These perspectives provide compelling theoretical reasons for investigating how security resources and capabilities are associated with an organization’s goals for information security and the complementarities of security cultural values.

Security Resources and Capabilities

According to the resource-based view, large organizations are likely to have more resources than small ones (Marcus and Nichols 1999), such as IT security applications, procedures, and IT security staff (e.g., more highly skilled IT personnel than small organizations). These differences produce heterogeneous outcomes such as regulatory compliance and breach occurrences. 
Although the resource-based view provides a helpful theoretical perspective on the heterogeneity of organizational performance, the definitions of resources and capabilities vary with each functional area of business. For example, in the manufacturing sector, resources could be manufacturing facilities, technology, or human resources. Capabilities could be systematic abilities in product development or operations (Rahmandad 2008). Capabilities are also defined as approaches to integrate equipment, technology, and other resources (Peng et al. 2008). In the IT area, researchers distinguish between technical components (e.g., IT security applications and devices) and nontechnical components (e.g., employee expertise, systematic processes, and procedures) 


(Aral and Weill 2007; Ross et al. 1996) ADDIN EN.CITE . 
Following this categorization, we define information security resources as IT security applications and equipment, which become the framework for all security activities (cf., 


(Srivastava et al. 1998; Teece et al. 1997) ADDIN EN.CITE ). Historically, organizations have followed technically focused strategies for designing effective information security solutions because information security has been perceived to be a technical issue (Urbaczewski and Jessup 2002). IT security equipment and applications are generally believed to improve an organization’s ability to monitor suspicious activities and prevent data breaches. Consequently, IT security resources likely increase security performance as well as perceived regulatory compliance. Thus, we hypothesize:
H1a: IT security resources are associated with regulatory compliance.
H1b: IT security resources are associated with security performance.
Because information security is not just technical but also a human issue, we study the strategic importance of information security by dividing security practices into security resources and capabilities. In our context, capabilities include security education programs, policies, and procedures, which are available and useful in detecting and responding to information threats. Capabilities can transform security resources into outputs of greater worth (Amit and Schoemaker 1993; Christensen and Overdorf 2000). In particular, information security requires a continuous process of identifying and preventing information security risks as well as auditing all information flow controls (i.e., countermeasures, safeguards). 
Information security involves both preventing security breaches and auditing possible failure events (Weber 1999). Security researchers have argued that organizations improve information security through a combination of preventive and audit activities that reduce internal and external failures (Hong et al. 2003; Straub et al. 2008). These aspects have parallels in quality management where researchers have classified improvement initiatives into prevention (e.g., preventive maintenance, training, and process engineering) and appraisal activities (e.g., manufacturing inspection, audits, product testing) 


(Behara et al. 2006; Ittner and Larcker 1997; Ittner et al. 2001; Powell 1995) ADDIN EN.CITE . For example, Ittner et al. (2001) studied defect rates in manufacturing organizations and showed the impact of prevention/appraisal activities and compliance on quality performance. Such similarities between information security and quality management motivate us to utilize theory from quality management (Naveh and Erez 2004). Thus, we divide security capabilities into security and auditing practices and hypothesize:
H2a: Security capabilities are associated with regulatory compliance.
H2b: Security capabilities are associated with security performance.
H2c: Audit capabilities are associated with regulatory compliance.
H2d: Audit capabilities are associated with security performance.
Complementarities among Security Resources and Capabilities

The resource-based view further suggests that an organization’s IT security, equipment, and technical measures such as organization-specific resources, can result in different performance due to organizational capabilities, which leverage the effects of resources. In the information security context, there is no one solution that can address and mitigate every known and unknown security threat across an entire organization. Best practice indicates that successful security programs employ a layered approach to resources and the policies/procedures related to those resources (Kayworth and Whitten 2010). For example, IT intrusion detection applications combined with security education programs likely create better outcomes than adoption of an application alone. The combination of security systems and abilities to use them enables the organization to communicate its ultimate goals and strategies, and leads to a common understanding of security strategies. In particular, IT security resources combined with embedded security capabilities form daily routines for enduring information security throughout business operations. Organizations that successfully invest in such IT security resources and capabilities are thought to enjoy superior security performance 
 ADDIN EN.CITE 
(Bharadwaj et al. 2007; Tiwana and Konsynski 2010; Zhu 2004)
. 

While resources and capabilities have their own roles, they are also interdependent and mutually support and reinforce each other (Tanriverdi 2006). The value of complementary resources and capabilities is greater than the sum of their individual values (Barua and Whinston 1998). Tanriverdi and Venkatraman (2005) argued that the relatedness and the complementarity of resources and capabilities could confer synergies. They explained that complementarities among the related resources and capabilities could create additional performance synergies (Tanriverdi and Venkatraman 2005). Likewise, IT security infrastructures, human resources, and third-party security management are complementary. Therefore, the complementarity of security resources and capabilities creates synergistic value (cf., (Ross et al. 1996)). The benefits of such an approach include improved compliance and fewer security incidents. This directly leads us to the following hypotheses:
H3a: The interaction between security resources and capabilities is associated with regulatory compliance.

H3b: The interaction between security resources and capabilities is associated with security performance.

Security Cultural Values

Kayworth and Whitten (2010) suggested that the underlying values about information security mesh with the values of the organization. Since an organization’s members are likely to behave in ways consistent with cultural values, the values should be developed to align with organizational strategies. Organizations that recognize the dynamic interplay between their resources, capabilities, and cultural values in the face of organizational issues can enhance their performance (Maurer et al. 2011). In particular, information security as an enterprise-wide issue requires cultural change and action on the part of all employees. Since all employees must realize the value of information security as an empowering function for goal achievement, a security-aware culture should be seeded. Security cultural values influence security practices delivered across an organization as well as guide employees to comply with the practices. 
There is increasing interest in creating security cultures, which instill security practices into an organization, as a sub-unit of organizational culture (Lacey 2010; Malcolmson 2009). Security cultures raise awareness and motivate individuals to act responsibly and in accordance with policy 


(Culnan and Williams 2009; Smith et al. 2010) ADDIN EN.CITE . Although many regulatory regimes provide detailed checklists, such compliance will not likely produce security without a strong security culture that reflects the maturity and operational posture of security. Since a security culture is important to raise security awareness and motivate individuals to act responsibly, organizations implementing the same security practices may still have very different security performance based on their security culture. We examine organizational cultural values reflected by top management support 


(Barr and Glynn 2004; Hoffman and Hegarty 1993) ADDIN EN.CITE , top management expertise (Alavi et al. 2005), and collaboration (Rai et al. 2009). 

Top Management Support. Organizations mirror the values and attitudes of their key executives as they set strategic direction (Porter 1980), develop policies (Selznick 1957), and manage those policies through day-to-day implementation (Cyert and March 1963). An organization’s approach to value-laden issues is a projection of its executives' perspectives (Goodpaster and Matthews 1982). In practice, the nature of a security culture is largely determined by the leadership of top management (McFadzean et al. 2007). The political climate will influence the tone for any security practice, which frequently faces employees’ resistance to restrict or monitor their activities. Organizations have used various means to motivate employees’ acceptance and internalization of security practices. To achieve this, top management needs to fully support and ensure that all facets of the organization—including reward and penalty systems, organizational structure, training, communication, and processes—reflect its values and beliefs. Thus, top management is a key component and a vital force for successful implementation and execution of information security practices. 

H4a: The level of top management support is associated with regulatory compliance.

H4b: The level of top management support is associated with security performance.

Top Management Expertise. Expertise (i.e., experience, skills, and knowledge) is another important characteristic of organizational learning 


(Palomeras and Melero 2010; Song et al. 2003) ADDIN EN.CITE . Focusing on functional expertise of top managers offers a generalizable way of identifying which top managers influence innovations. Moreover, top management expertise serves as a limit on the areas in which top management is willing to understand existing or potential risks and allocate resources. Credibility, based on top management expertise, affects the believability or organizational commitment to their strategies (in this case, claims that an issue is significant for the organization) (Dutton and Ashford 1993). Top management groups differ in terms of the breadth and depth of expertise in various issue domains, and the differences affect their issue processing (Thong et al. 1996). When top management has expertise regarding some up-to-date technology or in-depth insights about potential risks, the expertise could enhance their initiatives for resolving the risks. Thus, the success of information security efforts is dependent, in part, on whether the risks are related to top management's expertise. When such relatedness occurs, an organization’s attention is more easily secured because top managers can better understand an issue and may feel more competent to take effective action (Hoffman and Hegarty 1993). In particular, information security requires in-depth understanding of laws and regulations to oversee security activities across an organization as well as security technologies. The following hypotheses are based on the importance of top management expertise on technologies, policies, and regulations in information security:

H5a: The level of top management expertise is associated with regulatory compliance.

H5b: The level of top management expertise is associated with security performance.

Collaboration. Since all employees, not only those in the security department, should be involved in utilizing the security systems and procedures, a collaborative security culture is important in achieving compliance and preventing security incidents (Paul et al. 2004). Collaborative security cultures require structures that empower an organization’s departments to share information and to make important decisions together or take actions regarding the weakest links in their own daily operations. In the healthcare sector, patient information is shared as patients move between different departments of the hospital (e.g., emergency, surgery, radiology) and it is also shared between back-office groups like laboratories, billing, and collection. (Appari and Johnson 2010). Compliance and security requires the utilization of information to be understood among all departments. Thus, collaborative security cultures result in better compliance and security performance, implying the following hypotheses.
H6a: The level of collaboration between departments, which share data across an organization, is associated with regulatory compliance.

H6b: The level of collaboration between departments, which share data across an organization, is associated with security performance.

Compliance and Security Performance

The goals of a security program include regulatory compliance as well as secure operations (i.e., preventing breaches) 


( Bulgurcu et al. 2010; Johnston and Hale 2009; Kayworth and Whitten 2010; von Solms 2005;) ADDIN EN.CITE . Security regulations require organizations to evaluate security risks and to manage those risks. However, organizations focused on simply satisfying minimal compliance standards may be less secure than the others who exceed compliance (or even organizations who invest appropriately to mitigate organization-specific risks, but fail to achieve compliance on every security element).
Prior research identifies two key explanations for the relationship between compliance and performance. First, drawing from fear appeal theories 


(Johnston and Warkentin 2010) ADDIN EN.CITE , some degree of fear arousal induces a motivation for compliance to alleviate possible threats, which would be both punishments for noncompliance and potential loss arising from actual security incidents. Johnston and Warkentin (2010) argued that fear appeals do impact individuals’ behavioral intentions to comply with security mandates. Further, since noncompliance results in fines, public disclosure, stock price volatility, and loss of business, security regulations motivate organizations. Thus, although many organizations consider compliance a burden, compliance can work as a catalyst for improving actual security performance.
Second, at the organizational level, regulatory compliance means that the organization is responsive to evaluate and manage information security risks. It is expected that such organizational responsiveness will be positively related to security performance (cf., (Joshi 2010)). For instance, if an organization complies with internal policies and legal requirements, security improves via the adoption of practical solutions that respond to regulatory requirements. Such practical solutions might allow organizations to sustain consistent practices and effectively defend against illegal practices (Liberti 2008). This leads to the following hypothesis.

H7: Higher regulatory compliance results in higher security performance.

Data Collection and Measures

Data Sample and Variables

We draw data from the Kroll/HIMMS
 hospital survey on patient data safety (Kroll/HIMSS 2010). This telephone-based survey of 250 healthcare organizations, polled respondents on hospital security practices, perceived compliance, and security performance. Respondents included IT executives, Chief Security Officers (CSO), Health Information Management (HIM) Directors, Compliance Officers and Privacy Officers. Table 1 provides descriptive statistics for the variables in our analysis. 

Response Variables. To test the hypotheses, we employed two types of response variables: Compliance and Security Performance. For Compliance, we used a scale of one to seven on perceived compliance with five security regulations: HITECH, HIPAA, State Security Laws, Red flags, and CMS Regulations. We used it as a response variable as well as a mediator. Security Performance is measured by whether an organization experienced any breach occurrence in the past twelve months. 

Independent Variables. Our independent variables include security resources, capabilities, and cultural values (i.e., top management support, expertise, and collaboration). The number of adopted IT security applications and devices represents security resources. Security capabilities measures the existence of security policies/procedures, educational courses, hiring practices, and audit practices. We divided security capabilities into security and audit capabilities. The number of adopted security policies, education, and hiring practices estimates security capabilities, while the number of adopted monitoring activities represents security audit capabilities. Appendix A shows the detailed assignment of security resource and capabilities.

Cultural values include top management support for information security, top management expertise, and the level of collaboration among departments. Top management support and collaboration are measured on a scale from one to seven. As a binary variable, top management expertise is 1 if a top executive in charge of information security has the title Chief Security Officer (CSO), Chief Privacy Officer (CPO), or Chief Compliance Officer (CCO), otherwise 0. 
Control Variables. We also included control variables commonly used in health economics to control for the size and type of organization including bed size and healthcare organization type (including critical access, general medical, and academic). Bed size is measured by the number of licensed beds. Critical access, general medical, and academic are all (exclusive) dummy variables that describe the organization type. General med is 1 if an organization is a general medical institute, critical access is 1 if it is a critical access institute, academic is 1 if it includes an academic program; otherwise zero. 

Research Methodology
Our model examines the effects of security resources and capabilities on compliance and security performance along with the mediating effect of compliance (Baron and Kenny 1986). Further, it identifies the complementary effects between security practices on compliance and security performance. The conceptual framework, as shown in Figure 1, includes two stages. One stage examines the effects of security resources, capabilities, and compliance with a multinomial logit model on security performance. The other identifies the role of compliance as a mediator using a binomial logit model (cf., (Ba and Pavlou 2002)).

As two response variables, security performance and compliance are discrete and the residuals are not normally distributed. The logit approach allows the prediction of discrete variables by a mix of continuous and discrete predictors. Further, the logit model does not require any distributional assumptions on the predictors (the predictors do not have to be normally distributed, linearly related or have equal variance in each group) (Hosmer and Lemeshow 1992).
First, the binomial logit model describes the relationship between multiple independent variables (i.e., security practices, capabilities, and compliance) and security performance. Security performance is expressed as the probability of breach occurrence, using a binary variable ("no data breach" or "one or more than one breach"). 
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Our model predicts the probability of "no data breach", denoted pi = P (securityi =0|θ), given the parameters(θ). The probability of no data breach is predicted by fitting the data to a logistic function, given by
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The odds in favor of the event is the quantity, (pi / (1- pi)). The logarithm of the odds is the logit of the probability, P(securityi =0|θ). Thus, using the logistic function:
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Equation (1) investigates only the main effects of the explanatory variables on security performance. We further examine the complementary effect between security resources and capabilities. The effect of IT security practices on security performance may differ based on the adoption of security policies/procedures. Accordingly, the probability of no breach can be extended with the functions of the main effects and the interaction terms. However, when interaction terms are included in the model, multicollinearity is likely. Thus, we performed our analysis of two-way interactions on the hypothesized variables using an alternative model. Equation (2) involves forming multiplicative terms as moderator variables to examine the effects of the complementarities between security practices and security performance as
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We model security performance as measured by breach occurrence (a binary variable). An organization’s compliance can also be modeled as a discrete integer (i.e., one-to-seven scale) that indicates a level of compliance. The logit model can be extended beyond the analysis of a binomial variable to the analysis of categorical variables with more than two categories (Menard 2001). Mathematically, the extension of the binomial logit model to the multinomial model is straightforward. 
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Note that when M=2, it becomes the logit model for the binomial response. For compliance with a number of categories (M), the multinomial logit model requires the calculation of M-1 equations,
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Like the binomial logit model for security performance, the multinomial logit regression models of probability,  P(compliancei =h|θ) are represented by
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Equation (3) investigates the effects of security resources, capabilities, and cultural values on compliance. Equation (4) further examines whether security resource and capabilities complement each other for better compliance. 
Results
First, we assessed the correlations between the explanatory variables of the logit models. Table 2 displays the correlation matrix with the tolerance values and the variance inflations (VIFs). Most of the correlations among the variables show low values, and multicollinearity diagnostics exhibit tolerance values between 0.22 and 0.96, which are above the common cutoff threshold of 0.1 (Hair et al. 2005). The variance inflations (VIFs) of all variables are less than 4.64. A usual threshold of VIFs is 10.0, which corresponds to a tolerance of 0.1. Therefore, we concluded that multicollinearity is not a concern for our models. 
Figure 2 depicts the results of the model. Table 3 and 4 provide the coefficient estimates and odds for the models. H1a and H1b argue that the adoption of security resources is related to compliance and security performance. As shown in Table 3 and 4, the adoption of security resources significantly improved both compliance and security performance ((1 = 1.497 and 1.162 at p<0.01) with odds ratios, 4.47 and 3.20, respectively, supporting H1a and H1b.
We separately examined the effects of two types of security capabilities: security and audit capabilities. For security prevention the estimates yielded by both models support H2a and H2b with positive coefficients ((2= 0.889 and 1.161 at p<0.01) for compliance. On the other hand, while the effect of security audit capabilities positively affected compliance ((3 = 1.112 at p<0.01) supporting H2c, it was significantly and negatively related to the probability of no data breach ((3 = -2.675 at p<0.01) with an odds ratio of 0.07. This odds ratio (less than one) indicates that the odds of a breach increased when security audit capabilities increased. Generally, security audit capabilities are related to monitoring or detecting intrusions or illegal activities. Therefore, if an organization develops security audit capabilities, it may better find and report intrusions than others that do not realize they have been breached due to a lack of monitoring and detecting practices. 
Further, we investigated the complementary effect between security resources and capabilities. In Tables 3 and 4, Models (2) and (4) respectively include the interaction terms of security resources and prevention capabilities. The analysis supports both H3a and H3b with (4 = 0.624 at p<0.01 and 0.424 at p<0.05[image: image12.png]h(t)



 QUOTE  
. These results imply that the interaction of security resources and prevention capabilities increased regulatory compliance and security performance more than either type alone. In other words, the effect of security resources become greater when implemented in conjunction with proper education, hiring practice, policies and procedures. 
We next investigated the effects of security cultural values including top management support, expertise, and collaboration. As we expected, top management support consistently had positive coefficients ((1= 0.188 at p <0.01 and 0.160 at p < 0.05) for compliance and security performance supporting H4a and H4b. Likewise, top management expertise increased the level of compliance and security performance with (2= 0.562 at p<0.01 and 0.251 at p< 0.1, respectively. Note that top management support and expertise have higher positive coefficients for regulatory compliance and lower p-values than those for security performance. It can be inferred that when top management provided more support and had higher security expertise, an organization’s belief that it complied with the regulations increased more than its actual security performance. 

On the other hand, collaboration among the departments did not have any significant effect on security performance, whereas it significantly increased compliance ((3= 0.613 at p<0.01) supporting H6a. Thus, a highly collaborative culture is associated with increased data breach risks due to more information sharing among organizational members, while possibly contributing to effective remediation or ex-post response activities. This result is also consistent with the previous argument that a top-down approach to information security has a higher probability of success for several reasons including dedicated funding, a clear planning and implementation process supported by upper-management, and the means for influencing organizational culture (Culnan et al. 2008; Whitman and Mattord 2011).

We further investigated whether security performance differs with the level of compliance. The results ((, 0.269 and 0.233 at p<0.01) support H7. However, the coefficients of regulatory compliance are less than one fourth those of security resources and capabilities. This implies that an organization’s security performance depended on its security practices more than its belief about regulatory compliance. Therefore, we suggest that an organization should focus on strategies to adopt proper practices and their complementarities by analyzing and mitigating weak security links rather than simply satisfying regulatory requirements.
The Number of Data Breaches

The above analysis of security performance simply considered the occurrence of a breach in the last 12 months, but not the breach severity. To include the severity (as measured by the number of data breaches in the past 12 months) we employed a multinomial logit model with the number of data breaches as the dependent variable. 
[image: image13.png]10, ten breaches occurred

=

10)




The results were consistent with those of the binomial logit model except in the case of compliance. As Table 5 shows, security resources, security capabilities, and their complementarity are associated with decreased breach occurrences, while security audit capabilities is positively associated with data breaches. In terms of security cultural values, higher top management support and expertise resulted in fewer breaches. The impact of collaboration was not significant (although it has positive coefficients). However, compliance did not have a significant effect the severity of data breaches (while it significantly increased the probability of no data breach in the binomial logit model). 
Reverse Causality

Our results suggest that security practices are associated with both compliance and security performance. However, questions remain about the mechanisms and direction of causality in the study. Perhaps instead of security practices causing better security performance or compliance, “secure organizations” adopt more security practices. In an econometric model, a loop of causality between the independent and dependent variables leads to endogeneity. We tested for reverse causality in our data. Hausman’s test was used to check for the presence of measurement error with the available instrumental variables, which included an organization’s strategic planning for potential breaches such as training, debrief processes after breaches, security consultation, and others. If a more secure organization tries to be more prepared and planned, the number of the planned practices is less correlated to breach occurrence and more related to the adopted practices. The Hausman test revealed that ordinary least squares (OLS) was preferred over both two-stage least squares (2SLS) and three-stage least squares (3SLS) with p-value, 0.56 and 0.73, respectively. Thus, it appears that reverse causality is not driving the results: adopting more security resources and prevention capabilities leads to better performance. Nonetheless, our efforts to disentangle causality have been limited by the lack of instrumental variables for security practice adoption at the organization-level. There may be some causality in both directions—certain organizational security characteristics make security practice adoption more likely.
Discussions and Conclusions
This study examined how security resources and capabilities influence regulatory compliance and security performance. We utilized qualitative and quantitative survey data provided by senior IT managers from 250 healthcare organizations. The data provides a snapshot of patient information security in the surveyed organizations. We categorized security practices into security resources and capabilities, and further incorporated security cultural values to identify how compliance and security performance can be influenced by security cultural differences.
We found that IT security resources and capabilities positively affected security performance and regulatory compliance. Further, the complementarity of security resources and capabilities improved compliance and security performance more than that of either type of control alone. Security audit capabilities were positively associated with regulatory compliance, but also positively associated with reported breach incidents. For regulatory compliance, security audits had the strongest effect among security resources and capabilities. Compliance with data protection regulations required organizations to do more to find, disclose and fix breach-related problems. These tasks correspond with security audit capabilities including detection, notification and ex-post response cost activities. Thus, adopting more audit capabilities likely leads to higher compliance, while also resulting in the detection of more data breaches. 

Compliance, as a mediator, was positively associated with the probability of no data breach in the binomial logit model, although its effect was the smallest among the explanatory variables. Moreover, an organization’s compliance was not related to the number of data breaches that an organization experienced. This indicates that the severity of data breaches does not vary with an organization’s belief about regulatory compliance (although the belief is associated with the likelihood of any data breach occurrence). Thus, we suggest that mitigating the severity of data breaches depends more on security resources and capabilities rather than regulatory compliance. 
Our results imply that policy makers should focus on providing guidelines to invest in developing a combination of security resources, capabilities, and cultural values, rather than simply impose single-solution compliance requirements regardless of organizational heterogeneity. In particular, we found that the complementary effects of security practices significantly enhanced compliance and security performance. Thus, we conclude that organizations that balance investment between security resources and capabilities can achieve a higher level of compliance and security performance. 
Although our research provides a new perspective on security performance variation, it has some limitations. First, our measures were based on ordinal self-reported data from security managers in healthcare organizations. These measures might be vulnerable to respondents’ subjective assessments of their organizations and to single respondent bias. Second, actual security performance was measured by the number of data breaches. The financial loss or breach remediation cost could provide additional insight on the effects of various security practices 
Acknowledgement: The authors are grateful to the ICIS 2011 reviewers and participants for many valuable comments that helped improve the empirical analysis and presentation of the material. 
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	Figure 1. Conceptual Model
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	Figure 2. Results of the model


Notes. p-values are represented by * Significant at p <0.1, ** Significant at p<0.05, *** Significant at p <0.01
	Table 1. Descriptive statistics for key variables

	Variable 
	Description (n=250)
	Mean
	StdD
	Min
	Max

	breach
	The number of data breaches experienced
	0.64
	1.91
	0
	10

	security
	1 if an organization experienced any breach, otherwise 0.
	0.18
	0.39
	0
	1

	compliance
	An organization’s compliance for HITECH/ARRA, HIPPA, state security laws, CMS, and Red flags rule
	6.31
	1.04
	1
	7

	IT Security systems
	The adopted IT security controls such as IT security applications, physical measures, and data access, to safeguard patient information

= (IT security applications+physical measures+data access)/3
	0.94
	0.13
	0.33
	1

	Security prevention
	The adopted security practices such as HR, Education, and data assurance , to safeguard patient information

= (HR+Education+ data assurance policies/procedures)/3
	0.71
	0.30
	0
	1

	Security audit
	The adopted procedures and processes to monitor patient information flow.

= (System Audit+Audit policies+Audit log+Regular Audit+Regular review)/5
	0.81
	0.25
	0
	1

	Top Mgmt. Support
	The support level of a top executive in charge of information security.
	6.39
	1.11
	0
	7

	Top Mgmt.Expertise
	1, if a top executive in charge of information security is Chief Security Officer (CSO), Chief Privacy Officer (CPO), or Chief Compliance Officer (CCO), otherwise 0.
	0.50
	0.50
	0
	1

	Collaboration
	The level of collaboration between the departments, which manage clinical, financial and demographic information
	5.96
	0.96
	2
	7

	Control variables

	Critical Access
	1 if a type of an organization is Critical Access, otherwise 0.
	0.33
	0.50
	0
	1

	General Med 
	1 if a type of an organization is General Med, otherwise 0.
	0.56
	0.47
	0
	1

	Academic 
	1 if a type of an organization is Academic, otherwise 0.
	0.04
	0.50
	0
	1

	Bed Size
	1, If the bed size of an organization is under 100. 2, If the bed size of an organization is between 100 and 299. 3, If the bed size of an organization is above 300.
	1.63
	0.20
	1
	3


Notes. p-values are represented by * Significant at p <0.1, ** Significant at p<0.05, *** Significant at p <0.01.
	Table 2. Correlation matrix for independent variables

	
	(1)
	(2)
	(3)
	(4)
	(5)
	(6)
	(7)
	(8)
	(9)
	(10)
	(11)
	TOL
	VIF

	1) breach
	1.00
	
	
	
	
	
	
	
	
	
	
	
	

	2) compliance
	-0.09
	1.00
	
	
	
	
	
	
	
	
	
	0.86
	1.16

	3) IT Security
	0.04
	0.14
	1.00
	
	
	
	
	
	
	
	
	0.81
	1.23

	4) Prevention
	-0.14
	0.21
	0.25
	1.00
	
	
	
	
	
	
	
	0.79
	1.26

	5) Audit
	0.08
	0.20
	0.33
	0.37
	1.00
	
	
	
	
	
	
	0.73
	1.38

	6) Top Mgmt. Support
	-0.07
	0.16
	0.19
	0.13
	0.12
	1.00
	
	
	
	
	
	0.84
	1.19

	7) Top Mgmt. Expertise
	-0.09
	0.09
	0.00
	0.00
	-0.08
	0.02
	1.00
	
	
	
	
	0.96
	1.05

	8) Collaboration
	-0.07
	0.30
	0.11
	0.27
	0.27
	0.35
	-0.01
	1.00
	
	
	
	0.76
	1.32

	9) Critical Access
	-0.11
	-0.11
	-0.22
	-0.11
	-0.23
	-0.12
	0.10
	-0.10
	1.00
	
	
	0.24
	4.13

	10) General Med
	0.08
	0.07
	0.24
	0.11
	0.24
	0.15
	-0.05
	0.10
	-0.79
	1.00
	
	0.22
	4.64

	11) Academic
	0.06
	0.05
	0.00
	-0.02
	0.09
	0.00
	0.04
	0.03
	-0.14
	-0.23
	1.00
	0.53
	1.87

	12) Bed Size
	0.09
	0.04
	0.24
	0.01
	0.23
	0.12
	-0.02
	0.04
	-0.62
	0.53
	0.31
	0.49
	2.04


Note. Values in bold represent statistically significant p value at 0.05
	Table 3. The Multinomial logit model for regulatory compliance

	Variable
	
	Model (1)
	
	Model (2)
	
	Hypotheses

	P(compliancei =h|θ)
	
	(
	Std Err
	Odd Ratio
	
	(
	Std Err
	Odd Ratio
	
	

	Security Resources
	
	
	
	
	
	
	
	
	
	

	IT Security Systems
	
	1.497***
	0.509
	4.470
	
	0.944*
	0.529
	2.569
	H1a: Supported

	
	
	
	
	
	
	
	
	
	

	Security Capabilities
	
	
	
	
	
	
	
	
	

	Security Prevention
	
	0.889***
	0.210
	2.433
	
	0.754***
	0.214
	2.125
	H2a: Supported

	Security Audit
	
	1.112***
	0.262
	3.041
	
	0.909***
	0.267
	2.481
	H2b: Supported

	
	
	
	
	
	
	
	
	
	

	Complementarities
	
	
	
	
	
	 
	
	
	

	IT Security ×

Security Prevention
	
	
	
	
	
	0.624***
	0.157
	1.865
	H3a: Supported

	
	
	
	
	
	
	
	
	
	

	Security Culture
	
	
	
	
	
	
	
	
	

	Top mgmt support
	
	0.188***
	0.055
	1.207
	
	0.148***
	0.056
	1.160
	H4a: Supported

	Top mgmt expertise
	
	0.562***
	0.125
	1.753
	
	0.545***
	0.126
	1.725
	H5a: Supported

	Collaboration
	
	0.613***
	0.070
	1.847
	
	0.608***
	0.070
	1.837
	H6a: Supported

	
	
	
	
	
	
	
	
	
	

	Control Variables
	
	
	
	
	
	
	
	
	

	Type
	
	
	
	
	
	
	
	
	

	Critical Access
	
	-0.403***
	0.161
	0.668
	
	-0.377**
	0.162
	0.686
	

	General Med
	
	-0.282**
	0.131
	0.754
	
	-0.276**
	0.132
	0.759
	

	Academic
	
	0.182
	0.285
	1.199
	
	0.186
	0.289
	1.204
	

	Size
	
	0.044
	0.125
	1.044
	
	0.082
	0.126
	1.086
	

	
	
	
	
	
	
	
	
	
	

	Intercept (Com=1)
	
	-7.576***
	0.658
	0.001
	
	-7.017***
	0.672
	0.001
	

	Intercept (Com=2)
	
	-5.879***
	0.641
	0.003
	
	-5.301***
	0.656
	0.005
	

	Intercept (Com=3)
	
	-4.393***
	0.635
	0.012
	
	-3.807***
	0.652
	0.022
	

	Intercept (Com=4)
	
	-3.397***
	0.646
	0.033
	
	-2.800***
	0.663
	0.061
	

	Intercept (Com=5)
	
	-2.841***
	0.662
	0.058
	
	-2.238***
	0.679
	0.107
	

	Intercept (Com=6)
	
	-2.134***
	0.704
	0.118
	
	-1.528**
	0.720
	0.217
	

	
	
	
	
	
	
	
	
	
	

	Pseudo R-square
	
	0.312
	
	0.321
	

	-2LL
	
	2,286.930
	
	2,279.824
	


Notes. p-values are represented by * Significant at p <0.1, ** Significant at p<0.05, *** Significant at p <0.01
	Table 4. The Binomial logit model for security performance (the probability of no breach)

	Variable
	
	Model (3)
	
	Model (4)
	
	Hypotheses

	P(securityi =0|θ)
	
	(
	Std Err
	Odd Ratio
	
	(
	Std Err
	Odd Ratio
	
	

	Security Resources
	
	
	
	
	
	
	
	
	
	

	IT Security Systems
	
	1.162***
	0.337
	3.197
	
	1.011***
	0.340
	2.749
	H1b: Supported

	
	
	
	
	
	
	
	
	
	

	Security Capabilities
	
	
	
	
	
	
	
	
	

	Security Prevention
	
	1.616***
	0.262
	5.034
	
	1.561***
	0.261
	4.763
	H2c: Supported

	Security Audit
	
	-2.675***
	0.458
	0.069
	
	-2.648***
	0.453
	0.071
	H2d: Supported

	
	
	
	
	
	
	
	
	
	

	Complementarities
	
	
	
	
	
	
	
	
	

	IT Security ×

Security Prevention
	
	
	
	
	
	0.424**
	0.177
	1.528
	H3b: Supported

	
	
	
	
	
	
	
	
	
	

	Security Culture
	
	
	
	
	
	
	
	
	

	Top mgmt support
	
	0.160**
	0.070
	1.167
	
	0.173**
	0.071
	1.189
	H4b: Supported

	Top mgmt expertise
	
	0.251*
	0.164
	1.372
	
	0.264*
	0.165
	1.303
	H5b: Supported

	Collaboration
	
	0.148
	0.093
	1.126
	
	0.110
	0.094
	1.116
	H6b: Not Supported

	
	
	
	
	
	
	
	
	
	

	Compliance
	
	0.269***
	0.081
	1.308
	
	0.233***
	0.082
	1.263
	H7 : Supported

	
	
	
	
	
	
	
	
	
	

	Control Variables
	
	
	
	
	
	
	
	
	

	Type
	
	
	
	
	
	
	
	
	

	Critical Access
	
	0.467**
	0.213
	1.596
	
	0.482**
	0.212
	1.619
	

	General Med
	
	-0.139
	0.155
	0.870
	
	-0.165
	0.156
	0.848
	

	Academic
	
	-0.698**
	0.303
	0.497
	
	-0.689**
	0.300
	0.502
	

	Size
	
	-0.009
	0.151
	0.991
	
	0.006
	0.150
	1.006
	

	
	
	
	
	
	
	
	
	
	

	Intercept
	
	-2.387***
	0.791
	0.092
	
	-2.081***
	0.803
	0.125
	

	
	
	
	
	
	
	
	
	
	

	Pseudo R-square
	
	0.151
	
	0.166
	

	-2LL
	
	1,010.594
	
	998.698
	


Notes. p-values are represented by * Significant at p <0.1, ** Significant at p<0.05, *** Significant at p <0.01
	Table 5. The Multinomial logit model for the number of data breaches

	Variable
	
	Model (5)
	
	Model (6)
	
	Hypotheses

	 P(breachi =h|θ)
	
	(
	Std Err
	Odd Ratio
	
	(
	Std Err
	Odd Ratio
	
	

	Security Resources
	
	
	
	
	
	
	
	
	
	

	IT Security Systems
	
	1.708***
	0.352
	5.519
	
	1.276***
	0.360
	3.581
	H1b: Supported

	
	
	
	
	
	
	
	
	
	

	Security Capabilities
	
	
	
	
	
	
	
	
	

	Security Prevention
	
	1.859***
	0.280
	6.419
	
	1.660***
	0.247
	5.261
	H2c: Supported

	Security Audit
	
	-2.652***
	0.433
	0.071
	
	-2.977***
	0.464
	0.051
	H2d: Supported

	
	
	
	
	
	
	
	
	
	

	Complementarities
	
	
	
	
	
	
	
	
	

	IT Security x

Security Prevention
	
	
	
	
	
	0.565***
	0.175
	1.759
	H3b: Supported

	
	
	
	
	
	
	
	
	
	

	Security Culture
	
	
	
	
	
	
	
	
	

	Top mgmt support
	
	0.169**
	0.071
	1.184
	
	0.173**
	0.071
	1.189
	H4b: Supported

	Top mgmt expertise
	
	0.393**
	0.165
	1.481
	
	0.264*
	0.165
	1.303
	H5b: Supported

	Collaboration
	
	0.052 
	0.093
	1.054
	
	0.110
	0.094
	1.116
	 H6b: Not Supported

	Compliance
	
	0.097
	0.081
	1.101
	
	0.108
	0.082
	1.114
	H7 : Not Supported

	Control Variables
	
	
	
	
	
	
	
	
	

	Type
	
	
	
	
	
	
	
	
	

	Critical Access
	
	0.261
	0.217
	1.299
	
	0.332
	0.217
	1.394
	

	General Med
	
	-0.307*
	0.160
	0.736
	
	-0.255*
	0.157
	0.775
	

	Academic
	
	-0.698**
	0.291
	0.497
	
	-0.678**
	0.289
	0.508
	

	Size
	
	-0.335**
	0.151
	0.715
	
	-0.311**
	0.152
	0.733
	

	
	
	
	
	
	
	
	
	
	

	Intercept (breach=0)
	
	-0.737
	0.801
	0.478
	
	-0.626
	0.813
	0.535
	

	Intercept (breach=1)
	
	0.028
	0.801
	1.029
	
	0.152
	0.813
	1.164
	

	Intercept (breach=2)
	
	0.827
	0.805
	2.286
	
	0.966
	0.816
	2.628
	

	Intercept (breach=3)
	
	1.087
	0.807
	2.964
	
	1.229
	0.818
	3.419
	

	Intercept (breach=5)
	
	1.340*
	0.810
	3.818
	
	1.486*
	0.821
	4.421
	

	Intercept (breach=6)
	
	1.493*
	0.812
	4.451
	
	1.643**
	0.824
	5.170
	

	
	
	
	
	
	
	
	
	
	

	Pseudo R-square
	
	0.162
	
	0.170
	

	-2LL
	
	1,532.551
	
	1,524.168
	


Notes. p-values are represented by * Significant at p <0.1, ** Significant at p<0.05, *** Significant at p <0.01

Appendix

	A. The descriptive statistics of security practices adopted.

	Variable
	Label
	Mean
	Std Dev

	Security Resources
	IT Security
	IT security applications 
	0.95
	0.22

	
	
	Physical security measures
	0.94
	0.23

	
	
	Data access controls
	0.94
	0.23

	Capabilities
	Security
	Ensuring that patient is who they say they are
	0.91
	0.28

	
	
	Formal security education courses
	0.83
	0.37

	
	
	Hiring practices-third party (i.e. background checks)
	0.51
	0.50

	
	Audit
	Regular audits are conducted of systems that generate/collect/transmit patient data
	0.86
	0.34

	
	
	Specific policy in place to monitor electronic patient health information access and sharing
	0.87
	0.34

	
	
	IT audit logs are created and analyzed for inappropriate access to patient data
	0.83
	0.38

	
	
	Regular audits are conducted for processes where patient info is shared with external organizations
	0.74
	0.44

	
	
	Regular scheduled meetings are conducted to review status of data security policies
	0.77
	0.42


� This research was partially supported by the National Science Foundation, Grant Award Number CNS-0910842, under the auspices of the Institute for Security, Technology, and Society (ISTS). We also acknowledge Kroll Fraud Solutions and the Health Information and Management Systems Society (HIMSS) Foundation for providing survey data. 





� As required by section 13402(e)(4) of the HITECH Act, the Secretary must post a list of breaches of unsecured protected health information affecting 500 or more individuals. The following website shows the breaches reported to the Secretary by breached healthcare organizations. See http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/postedbreaches.html


� Kroll is a leader in healthcare data security and has helped some of the largest healthcare providers in the country respond to data security breaches. The survey was conducted in partnership with HIMSS (Healthcare Information and Management Systems Society), the leading organization representing the health information management systems and services industry.
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