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Abstract— This paper presents a two-step empirical analysis of investing in security countermeasures based on an Japanese enterprise survey. At the first step,
we verify the relations between probability of computer virus incidents and adopting
a set of information security countermeasures. It is shown that “Defense Measure”
associated with “Information Security Policy” and “Human Cultivation” has remarkable effects on virus incidents. At the second step, we analyze the effect of
continuous investments in the three security countermeasures using two years’ data.
The empirical results suggest that virus incidents were significantly reduced in those
enterprises which adopted the three countermeasures both in 2002 and in 2003.
Keywords: Information security (IS) investment, IS incident, IS countermeasure,
Empirical analysis, Countermeasure complementarity, Continuity of IS investment

1

Introduction

With the rapid growth of organizations’ dependence on information systems, particularly
Internet, the issue of information security (IS) draws more and more attention. Unfortunately
although security technologies have made a great progress in past decades, security level almost
has never been improved [1]. Resent researches clarify that security is not only a technology
problem but the matter of economic incentives for information security investment, so the focus
is shifting from what is technically possible to what is economically optimal [2, 3].
To inspire managers to concentrate on security risk management, some studies documented
status of IS and potential losses due to security breaches [4, 5], and others showed return on
security investment (ROSI) to convince managers about the benefits of security efforts [6, 7, 8].
Besides these qualitative studies, researchers are engaged in quantitative studies as well. An
economic model that determines the optimal security investment to protect a given information
set was proposed by Gordon and Loeb in 2002 [9]. Based on the Gordon-Loeb model, Tanaka
and Matsuura conducted an empirical analysis using data on e-local governments in Japan
and verified the relation between vulnerability and information security investment[10]. The
contribution of their research is not only supporting a prior study, but implying the importance
of empirical studies as well.
Above mentioned researches indicate a direction for organizations: they should improve security status by improving the ROSI in security management process. However, managers still
have no idea about how to gain the optimal ROSI. To have an insight into the black box of
security management, managers should exactly know two factors: the IS threats facing their
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information assets and the valid countermeasures against those threats. The two factors are
essential opposite factors of security risk analysis. More importantly, they should know how
to appropriately invest in countermeasures to defend against security incidents effectively and
efficiently [11]. Some researches, just like in [1, 4], use figures and rankings to identify the actual threats and present available countermeasures. Other ones provide security management
methods and generally prove the efficiency of their methods by conducting a case study in a
company or other organizations [12, 13, 14, 15, 16].
When talking about investment, people are apt to consider tangible assets. However, recent
researches show that the complementarity of investments in tangible assets and intangible assets
(just like personnel training, corporate culture and so on) can raise productivity and bring
enterprises greater profit [17, 18, 19]. This theory is hold good for IS investment. Tanaka
introduces the concept of intangible assets into IS investment and approved the complementarity
between tangible and intangible assets might work in IS investment [20].
These prior researches conduce to security management for enterprises and give us a hint
to verify the effects of complementarity of security countermeasures. Furthermore, literature
which discusses the effects of continuous investments in countermeasures does not exist, neither
does rigorous empirical study. Given this situation, we conducted an empirical analysis based
on an enterprise survey in Japan. The results of our study not only show the great importance of countermeasures complementarity but suggest that continuity of security investments
in countermeasures has positive effect on improving enterprises’ security status.
The remainder of the paper is organized as follows. Section 2 gives a review of the status
of IS incidents and countermeasures. Section 3 covers the research design, our hypotheses and
regression models. In the same section, we discuss the empirical results and their implications
as well. In the last section, conclusions and future work are detailed.

2
2.1

IS incidents and countermeasures
IS incidents

Knowing the enemies facing information security is a vital component to shaping an information security defense posture. In order to strengthen the level of protection of information
in the enterprises, those responsible for information security must begin with an understanding
of the threats facing their information assets, and then they could establish security strategies
accordingly [1].
The 2005 Computer Crime and Security Survey conducted by Computer Security Institute
and Federal Bureau of Investigation (CSI/FBI) [4] gives a shocking report that the percentage
of respondents answering that their organization experienced incidents in the last 12 months is
72%, and the total losses for 2005 due to security breaches were $130,104,542. Among all the
categories of incidents, “Virus” gets the top in the losses ranking as usual, with a $42,787,767
losses. “Unauthorized Access” and “Theft of Proprietary Information” are the second and the
third places. The three categories swamped the losses from all other categories. This can be
explained by the increased awareness of, and improved technology to cope with some threat
types, such as “Virus”.

Similar results are presented in “Survey of actual condition of IT usage” conducted by METI
(Ministry of Economy, Trade and Industry) of the Japanese government in 2003 [21]. The
top 2 categories in proportion ranking of incidents are “Insider System Trouble” (27.1%) and
“Computer Virus” (26.1%). Although losses due to incidents are not concerned in this survey,
we can still see that the two categories incidents are far more critical than other ones both in
terms of incident rate and incident severity denoted by breakdown times in systems.
2.2

IS countermeasures

Based upon the understanding of the primary threats to enterprise information, security managers should decide appropriate defenses in the next step. In this article, we discuss countermeasures by which aspects they focus and center our attention on three categories of generally
adopted countermeasures: “Defense measures”, “Security policy”, and “Human cultivation”.
As the responsibility of security management for enterprise, security managers must be familiar
with the critical components of security countermeasures.
“Defense measures” are considered the primary technology addressed systems defending against
network attacks. Firewall, the delegate of defense measures, is simply a perimeter defense device that splits a network into trusted or protected, and un-trusted or unprotected side elements
[22]. In CSI/FBI survey, use of firewall was reported by 97 percent of enterprises and anti-virus
software was reported as being used by 96 percent of the respondents. It is clear that enterprises
lay particular stress on defense measures.
“Security policy” defines the security philosophy and postures the organization takes, and
is the basis for all subsequent security decisions and implementations [1]. It is indicated that
security policy would be part of the security standards, procedures, and guidelines. A welldesigned and maintained security policy potentially can reduce costly forays, as well as provide
protection from disaster [23].
Another fundamental part of an organizations security function is the implementation of a
security education, training, and awareness program. Security researchers warn that information security continues to be ignored by top managers, middle managers, and employees alike.
Enterprises should conduct education and training that will inform their employees of what
happens if the security policy is not followed and instruct employees in specific actions that
need to be taken to protect against security violations [22]. Furthermore, security managers of
enterprises have a significant role to play in engineering desirable organizational security level
through proper planning and reasonable resource allocation.
Both security policy and human cultivation are relatively low-cost protection mechanisms
with the potential for high ROSI, however, many studies indicate that enterprises often overlook
policies and the human solutions, when in fact the two factors must be addressed first, with
technology assisting in the enhancement for security [1, 24].

3

Models

3.1

Data

The data of our analysis is based on “Survey of actual condition of IT usage”, conducted by
METI (Ministry of Economy, Trade and Industry) of the Japanese government in March 2002
and 2003. To grasp the information processing state in Japanese enterprises, METI conducts
this survey annually. All the Japanese nongovernmental enterprises making use of computers
and information services are the survey objects. In each of the two years 9500 enterprises were
randomly chosen by METI and received questionnaires by mail. 5357 firms in 2002 and 4491
firms in 2003 handed in their answers. To verify the effects of countermeasures complementarity
and continuous investments in security countermeasures, we matched the data of 2002 and 2003
and chose all of the 3018 enterprises which are on the both company lists as our analysis objects.
From the survey, we used the data which are considered to be important organizational factors
related both to security incidents and to companies’ decisions on security investments. The data
are as follows:
• the number of e-mail accounts,
• industry type,
• network structure,
and
• system coverage
in every enterprise. Of course, in order to examine the effectiveness of information security
investment, we need to use the data of IS incidents and countermeasure adoption, too.
3.2
3.2.1

Step1 for verifying the effectiveness of countermeasures complementarity
Former study

As mentioned in section 2, as a result of enterprises increasingly relying on information systems and networks, external attacks are being the leading threats to enterprises for many years,
especially “virus” is the source of the greatest financial losses. Given this situation, we focus
our attention on “virus” and want to make it clear that what countermeasures are effective for
virus incidents and should be invested. In our former study reported at a Japanese domestic
symposium [25], we verified the relations between probability of computer virus incidents and
adopting information security countermeasures by analyzing the 2003’s survey data. The empirical results suggest that “Defense Measure” associating with “Information Security Policy”
and “Human Cultivation” could significantly reduce virus incidents, whereas enterprises relying
on defense measures without attaching importance to the other two countermeasures can not
enhance their immunity from virus. Before verifying the effectiveness of continuous investments
in “Defense Measure”, “Information Security Policy” and “Human Cultivation” at the next
step, we should examine our former study results by the matched data of 2002 and 2003 of 3018
sample enterprises.

3.2.2

Model1

Logistic regression is a widely used statistic method which fits nominal Y responses to a
linear model of X terms. To be more precise, it fits probabilities for the two response levels
using a logistic function. We use logistic regression analysis to examine the explanatory ability
of explanatory variables (organizational factors and countermeasures adoption) for explained
variable (probability of virus incidents) by the following proposed model.

V irusmi = α ln Emaili + βSysVi + γ1 Industry1i + · · · + γ26 Industry26i + δDP Hi + ²i (1)
where i = 1, 2 · · · n.
* D:Defense Measure

P : Information Security Policy

H:Human Cultivation

V irusmi : virus dummy indicates whether enterprise i has suffered virus attacks in 2003. If
enterprise i has such experience, we set the variable 0, otherwise the value of the variable is 1.
lnEmaili : natural logarithm of the e-mail account number in enterprise i.
Since e-mail attachment is the top virus source, we use the number of e-mail accounts in
a firm to substitute for the vulnerability arises from inside users. The fact that issuing more
e-mail accounts exposes the information system to virus more has been verified in Tanaka and
Matsuura’s empirical work [26].
SysVi : system vulnerability score of enterprise i.
System vulnerability score denotes the degree of vulnerability inhering in system. The more
an enterprise extends the coverage of systems and networks, it has the higher vulnerability to
threats. Therefore, we calculate the SysVi for every enterprise using Table 1.
Vulnerability score of every subsystem with different type denoted as the product of system
coverage point (1 to 4) and network structure point (1 to 3), and the total vulnerability score of
an enterprise is the sum of all subsystem scores. Accordingly, the range of system vulnerability
score SysV is between 1 to 72.

Industry1i , Industry2i , · · · , Industry26i : industry type dummies.
We use the industry dummies to denote the industry type of every enterprise. In our former study, we proposed a model to verify the relations between probability of computer virus
incidents and adopting information security countermeasures without thinking industry type.
Through the further survey, we found that IS investments are significantly affected by industry
types [27]. In fact, financial organizations seem to invest more in IS compared to other organizations because they have larger potential losses that may occur from IS abuses [28]. So we
improved our model by adding industry dummies to control the influence exerted from industry

Table 1: System coverage and network structure

System Coverage
System Type

Within
Department

Network Structure

Within
Enterprise

Within
Related
Enterprises

Enterprises
Crossing

Intrenet

Outside
network

Internet

Basic System

1

2

3

4

1

2

3

Production/Distribution Control System

1

2

3

4

1

2

3

Design/Manufacture
Control System

1

2

3

4

1

2

3

Information System

1

2

3

4

1

2

3

New Strategy System

1

2

3

4

1

2

3

Other Systems

1

2

3

4

1

2

3

type. According to the questionnaire, there are 27 types of industries including 14 manufacturing industries and 13 non-manufacturing industries (an industry list appears in the appendix).
DP Hi : dummy of countermeasures adoption in enterprise i.
D,P and H represent “Defense measures”, “Security policy”, and “Human cultivation” respectively. This variable is binary, if an enterprise adopted all of the three countermeasures, we
set DP H 1, otherwise we set it 0.
When choosing explanatory variables for regression model, we should be sure that they are
independent. We checked the independence of all explanatory variables of our model and showed
their correlation coefficients in the following table.
Table 2: Correlation coefficients of explanatory variables

lnEmail
SysV
DP H

lnEmail

SysV

DP H

–
0.366
0.212

0.366
–
0.154

0.212
0.154
–

The fact that all the correlation coefficients are far less than 1 means the explanatory variables
of our model are independent of one another. Although we did not include the 26 industry dummies in Table 2 due to the limitation of paper, each of them is independent of other explanatory
variables according to our examination.

3.2.3

Data process and descriptive statistics

As we use natural logarithm of e-mail account number as controller for the proposed regression,
we exclude those enterprises which have no e-mail account. Based on our calculation, the
minimum of SysV is 1, so that an enterprise scoring 0 means it may not have constructed
system or network. Furthermore, those enterprises which have no domain name are thought to be
making a limited use of Internet. Since our research purpose is to examine the countermeasures
effects on external security incidents, the enterprises that have extremely low vulnerability and
have little contact with external world must be excluded from the sample. Accordingly, there
are 2168 enterprises satisfying the following requirements:
• Their e-mail account numbers are not 0.
• Their system vulnerability scores are not 0.
• Their domain names are registered.
Outliers are observations that are unexpectedly different from the majority in the sample
which have a strong influence on the calculation of statistics, so 139 enterprises were excluded
from our sample because of containing abnormal values in e-mail account number or system
vulnerability score. Consequently, the number of total enterprises narrowed to 2029.
The statistics of organizational factors, e-mail account number and system vulnerability score,
are as Table 3 shows.
Table 3: Organizational factors
Organizational Factor

Mean

Standard Deviation

Email account number
lnEmail
SysV

1206
4.79
9.92

17596
1.95
7.91

Table 4 shows how many enterprises suffered losses from computer virus, and Table 5 presents
the status of countermeasure adoption in the sample enterprises.
Table 4: Experience of virus incident

have experience
have no experience

No. of Enterprises

% of Enterprises

1247
921

57.5%
42.5%

From Table 4 we can see that more than a half of our sample enterprises have incurred losses
due to virus attacks, and the survey results indicates some of the respondents even have more
than one hundred times of such experience.

Table 5: Status of countermeasure adoption
Countermeasures adoption

No. of Enterprises

% of Enterprises

823
1345

37.96%
62.04%

adopted the three countermeasures
others

As shown in Table 5, there are about 38 percent enterprises not only implemented defense
measures, but also drew up security policies and cultivated their employees. These enterprises
are considering the complementarity of the three sorts of countermeasures.
3.2.4

Results of model1

We applied logistic regression analysis to all 2029 enterprises using proposed regression model1.
As showed in the Table 5, that P value of whole model test is less than 0.0001 implied the model
as a whole to be significant. The analysis results of the parameters in regression model1 are
listed in Table 6 as well.
Table 6: The results of the logistic regression analysis of model1
Item

Estimates

Standard Error

ChiSqure

P(Prob>ChiSq)

–

–

291.92

<.0001

Intercept

-1.025

0.244

17.65

<.0001

α (lnEmail)

0.260

0.032

64.40

<.0001

β (SysV )

0.022

0.009

6.11

0.014

δ (DP H)

-0.222

0.110

4.07

0.044

Whole model test

From Table 6, we can see δ, the coefficient of variable DP H, is statistically significant (P
value<0.05). The fact that its estimate has a negative sign indicates the explained variable
increases by the explanatory variable’s decrease. That is to say, adopting three of “Defense
Measure”, “Information Security Policy” and “Human Cultivation” reduces virus incidents significantly. That lnEmail and SysV have positive significant coefficients means more e-mail
accounts and higher system vulnerability score involve higher incidence of computer virus. The
results strongly support our former study conclusion that installing defense measures with drawing security polices and cultivating employees is effective for computer virus.
3.3
3.3.1

Step2 for verifying the effectiveness of continuous investments in countermeasures
Hypotheses

At the first step, we confirmed that the complementarity of countermeasures is important to
defend against virus incidents. And then we made a further consideration wondering whether

there are some differences between continuous investments and single period investments in the
three countermeasures regarding computer virus incidents. Based on the obtained data of the
years 2002 and 2003, we will verify the effectiveness of continuitiy of security investments at the
next step. There are 3018 enterprises which are included both in the year 2002’s company list
and in the year 2003’s company list. The 3018 enterprises can be divided into four classes. The
enterprises in the first class adopted the three countermeasures in 2002 and 2003; we regard this
adoption in both of the years as continuous security investments. The second class adopted the
three countermeasures only in 2003 and the third class invested only in 2002; both of the two
classes made single period investments. The last class is composed of the enterprises that did
not adopt all the three countermeasures in both years.
In order to examine our wonder (i.e., to verify the effectiveness of continuous security investments), we describe the following two hypotheses:
H1: Continuous investments in “Defense Measure”, “Information Security Policy” and “Human Cultivation” could significantly reduce virus incidents.
H2: Single period investments in “Defense Measure”, “Information Security Policy” and “Human Cultivation” could not significantly reduce virus incidents.
3.3.2

Model2

We used the following regression model to test our hypotheses:
0
V irusmi = α0 ln Emaili + β 0 SysVi + γ10 Industry1i + · · · + γ26
Industry26i

+ δ1 Y Yi + δ2 N Yi + δ3 Y Ni + ²0i

(2)

where i = 1, 2 · · · n.
The variables in this model are the same as in model1:
V irusmi : virus dummy indicates whether enterprise i has suffered virus attacks in 2003.
lnEmaili : natural logarithm of the e-mail account number in enterprise substitutes for the
vulnerability arising from inside users.
SysVi : system vulnerability score of enterprise i denotes the vulnerability of systems and
networks.
Industry1i , Industry2i , · · · , Industry26i : industry type dummies.
Y Y , N Y and Y N : investment pattern dummies.
Y means that an enterprise adopted all of “Defense Measure”, “Information Security Policy”
and “Human Cultivation”, whereas N means “not”. The three variables are binary, and at most
only one of them could be 1 at the same time. If an enterprise adopted the three countermeasures
both in 2002 and in 2003, we set Y Y = 1. If an enterprise adopted the three countermeasures
only in 2003, we set N Y = 1. If an enterprise adopted the three countermeasures only in 2002
we set Y N = 1. Finally, if an enterprise did not adopt all of the three countermeasures in both
years, we set Y Y = N Y = Y N = 0 (such enterprise belongs to the fourth class “N N ”).
Table 7 shows the amounts and the proportions of the four classes enterprises, and Table 8
presents the correlation coefficients of explanatory variables of model2.

Table 7: No. and % of the four classes enterprises
No. of Enterprises

% of Enterprises

437
357
162
1123

21.0%
17.2%
7.8%
54.0%

YY
NY
YN
NN

Table 8: Correlation coefficients of explanatory variables

lnEmail
SysV
YY
NY
YN

3.3.3

lnEmail

SysV

YY

NY

YN

–
0.366
0.186
0.073
0.034

0.366
–
0.125
0.063
0.021

0.186
0.125
–
-0.233
-0.152

0.073
0.063
-0.233
–
-0.132

0.034
0.021
-0.152
-0.133
–

Results of model2

In the same manner as at step 1, we processed the data and narrowed the sample to 2029
enterprises. The results of analyzing the 2029 enterprises data by model2 are shown in Table 9 .
Table 9: The results of the logistic regression analysis of model2
Item
Whole model test
Intercept
α0 (lnEmail)
β 0 (SysV )
δ1 (Y Y )
δ2 (N Y )
δ3 (Y N )

Estimates

Standard Error

ChiSqure

P (Prob>ChiSq)

–
-1.025
0.267
0.023
-0.395
-0.107
-0.194

–
0.244
0.033
0.009
0.140
0.141
0.183

296.03
17.65
66.79
6.75
7.91
0.58
1.12

<.0001
<.0001
<.0001
0.009
0.005
0.446
0.289

The model2 is considered significant because the P value of whole model test is less than
0.0001. The fact that (i) the P value of δ1, the coefficient of variable Y Y , is less than 0.05
and that (ii) δ1 has a negative sign implies that continuous adoption of “Defense Measure”,
“Information Security Policy” and “Human Cultivation” significantly decrease the probability
of virus incidents. This result strongly supports our first hypothesis (H1). Another interesting
result is that both δ2 and δ3, the coefficients of N Y and Y N , are not significant since their P
values are far larger than 0.05. In other words, the second hypothesis (H2) is supported as well;

single period investments without attaching importance to the continuity of adopting security
countermeasures make no sense to defence against virus.

4

Conclusions and future works

Through the logistic analysis based on an enterprise survey conducted by the Japanese ministry, we verified that the complementarity of security countermeasures and the continuity of
adopting countermeasures have great effects on decreasing the probability of computer virus
incidents. In the verification, we took two steps. At the first step, we empirically examined
a regression model of IS countermeasures effectiveness based on our former study. The results
of this step emphasize the importance of associating “Defense Measures” with “Information
Security Policy” and “Human Cultivation”. At the second step, we theoretically developed two
hypotheses and proved them by our proposed model. It is clearly shown that virus incidents
were significantly reduced in the enterprises that took all the three countermeasures both in
2002 and in 2003.
Our approach has a possibility to have further detailed analysis. In fact, since we noted that
financial enterprises appear to pay more attention on IS and surfer less virus troubles compared
to other enterprises, we put 26 industry dummies into our models to control such industrydependent characteristics. However, it is not easy to detail what differences of IS investment
among the 27-type enterprises. In the future study, we will try to find out how industry characteristics influence security management by grouping respondent enterprises differently or by
some other ways.
In the future researches, we might investigate the complementarity of security countermeasures based on another method. Venkatraman examined a general proposition of the performance implications of strategic coalignment [29]. Referring his methodology, we might create a
second order construct reflectively measured by its first order constructs in a structural equation
modeling and to use the second order construct as a representation of complementarities. Further studies by alternative method would be useful to analyze functions of IS countermeasure
complementarity.
Furthermore, we use the data that comes from the survey conducted by METI instead of
conducting the survey by ourselves. That is because of the tradeoff between the reliability and
the usability of data. METI is a government agency of Japan and their questionnaire is created
based on Statistical law, so the official survey data has a high reliability and a large number of
samples. On the other hand, the research suffers from the limitation of the data. Since we have
to go with the available data, we can not prove our hypotheses by more appropriate methods.
As future work, in order to solve the tradeoff, we will launch a project in an attempt to conduct
a survey by ourselves and make a deeper examination of IS investment effect by original as well
as rich data.
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A.1

Appendix
Industry list:

Manufacturing industries:
1. Manufacture of food, beverage, tobacco and feed
2. Manufacture of textile mill products
3. Manufacture of pulp, paper and paper products
4. Manufacture of chemical and allied products
5. Manufacture of petroleum, coal and plastic products
6. Manufacture of ceramic, stone and clay products
7. Manufacture of iron and steel
8. Manufacture of non-ferrous metals and fabricated metal products
9. Manufacture of general machinery
10. Manufacture of electrical machinery, equipment and supplies
11. Manufacture of information and communication electronics equipment
12. Manufacture of transportation equipment
13. Manufacture of precision instruments and machinery
14. Miscellaneous manufacturing industries
Non-manufacturing industries:
1. Agriculture, forestry, fisheries, cooperative associations and mining
2. Construction
3. Electricity, gas, heat supply and water
4. Video picture, sound information production, broadcasting and communications
5. Newspaper and publishers
6. Information services
7. Transport
8. Wholesale trade
9. Retail trade
10. Finance and insurance
11. Medical and other health services
12. Education and learning support
13. Miscellaneous non-manufacturing industries
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